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)\ SECURITY ALERT /\

Protect Yourself from New Financial Frauds

Dear Customer,

Social engineering financial frauds are on the rise. Customers initiate
these fraudulent transactions without sharing or compromising their
credentials. You can stay safe from such scams by taking note of the
modus operandi these fraudsters use.

& IMPERSONATORS &

Scammers have been impersonating people in positions of power,
such as officials from the Central Bureau of Investigation (CBI) or
the Income Tax Department or other regulatory authorities or
Senior Officials from the company. They threaten to levy heavy fines
or take legal actions against individuals to extort money or request emer-
gency funds to address a company issue.

% INVESTMENT SCAMS ¥

Scammers promise high returns with low risk through fake
investment schemes. They target their victims through phone calls,
fake websites, and social media messages. They get individuals to
transfer the investment amount to their account.

These fraudsters coerce their victims gently and do not offer adequate
time to think or consult anybody. They then get the individual to
transfer funds to certain accounts.

You can safeguard your financial well-being by being alert. Never
entertain unsolicited phone calls, especially when the caller asks for a
fund transfer. Remember that government officials will not call and
ask for any money immediately. They will send communications
through proper official channels.

If you suspect you have been a victim of such a social engineering
fraud, ensure you report the same on 1930 or cybercrime.gov.in

Stay alert, stay safe.
Team HDB

Follow us on: 0@@@@ www.hdbfs.com
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